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Xen2 CHEXM Q| Bt 7}ASH(Para Virtualization) S}O|HHEO| X (hypervisor)
2|52 HE0M AT = U= S7HSW 7|8t THeet AZEQ0f
XenS ALESIH A[ARO| = HX| EEIOIHE 7H ZARH WRHAM 2& 7ts5HD, A| A" LIHA| 22
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o ALEQO| MohEl QAIHm|0[A 2 QIS CFE SFO|IHHIO| X ECt Z st oFd

INES-SW 2EF |- MR

anu G e g | e i
Linux & 7|Ef Unix A€, *BSD

Open Solaris (22E 8l AAE) A | 49x

microsoft window (A2 E)
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Solaris , BSD , window 52| 2G| X X|&

F2FH ID : CVE-2018-12893

MZtE ;6.5 MEDIUM(V3)

F U™ MH . 2Z MH|A HE (denial-of-service) | 2FH &
0 x86 HVM FE= PVH A E8H AlhstDi %ok o] |
A 2: http://xenbits.xen.org/xsa/advisory-265.html

Xen.org Community

http://www.xenproject.org
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1. OS
CentOS Linux release 7.3.1611 (Core) 2t4

2. MM 4% E2 M
centos-release-xen-8-1.el7.x86_64
kernel-4.9.39-29.el7.x86_64

3. Xen package
xen-4.9.39-29.el7.x86_64
xen-hypervisor-4.9.39-29.el7.x86_64
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1. Enable Centos Xen Repository
2. Update kernel
3. Install Xen
4. Configure GRUB to start Xen Project and Reboot
5. Verify that Xen is running using
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4.1 Enable Centos Xen Repository

. Xen M4 BHIE AB MBA 27

-> yum -y install centos-release-xen

[root@localhost ~]# yum -y install centos-release-xen

Loaded plugins: fastestmirror, langpacks

Loading mirror speeds from cached hostfile

* base: ftp.kaist.ac.kr

* extras: ftp.kaist.ac.kr

* updates: ftp.kaist.ac.kr

Resolving Dependencies

--> Running transaction check

---> Package centos-release-xen.x86_64 10:8-1.el7 will be installed

--> Processing Dependency: /usr/bin/grub-bootxen.sh for package: 10:centos-release-xen-8-1.el7.x86_64
--> Processing Dependency: /etc/pki/rpm-gpg/RPM-GPG-KEY-CentO0S-SIG-Virtualization for package: 10:centos-release-xen-8-1.el7.x86_64
--> Running transaction check

---> Package centos-release-virt-common.noarch ©:1-1.el7.centos will be installed

---> Package centos-release-xen-common.x86_64 10:8-1.el7 will be installed

--> Finished Dependency Resolution

« sed -i -e "s/enabled=1/enabled=0/g" /etc/yum.repos.d/CentOS-Xen.repo

[root@localhost ~]# sed -1 -e "s/enabled=1/enabled=6/g" /etc/yum.repos.d/Cent0S-Xen.repo

[root@localhost ~]# ||
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4.2 Update kernel

H
 kernel {7 update

-> yum --enablerepo=centos-virt-xen -y update kernel

[root@localhost ~]# yum --enablerepo=centos-virt-xen -y update kernel
Loaded plugins: fastestmirror, langpacks

centos-virt-xen

centos-virt-xen/7/x86_64/primary_db

Loading mirror speeds from cached hostfile

* base: ftp.kaist.ac.kr

* extras: ftp.kaist.ac.kr

* updates: ftp.kaist.ac.kr

Resolving Dependencies

--> Running transaction check

---> Package kernel.x86_64 ©:4.9.39-29.el7 will be installed
--> Finished Dependency Resolution

O=2=nlp
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->

->

MNEg2E &deil7| lZ0 yyum2 2 xens A == UL

yum --enablerepo=centos-virt-xen —y install xen

[root@localhost ~]# yum --enablerepo=centos-virt-xen -y install xen
Loaded plugins: fastestmirror, langpacks
Loading mirror speeds from cached hostfile
* base: ftp.kaist.ac.kr
* extras: ftp.kaist.ac.kr
* updates: ftp.kaist.ac.kr
Resolving Dependencies
--> Running transaction check
---> Package xen.x86_64 ©:4.6.3-15.el17 will be installed
--> Processing Dependency: xen-runtime = 4.6.3-15.el7 for package: xen-4.6.3-15.el7.x86_64
--> Processing Dependency: libxenstore.so0.3.8()(64bit) for package: xen-4.6.3-15.el7.x86_64
--> Processing Dependency: libxenguest.so.4.6()(64bit) for package: xen-4.6.3-15.el7.x86_64
--> Processing Dependency: libxenctrl.so.4.6()(64bit) for package: xen-4.6.3-15.el7.x86_64
--> Running transaction check
---> Package xen-libs.x86_64 ©:4.6.3-15.el7 will be installed
--> Processing Dependency: xen-licenses for package: xen-libs-4.6.3-15.el7.x86_64
---> Package xen-runtime.x86_64 8:4.6.3-15.el7 will be installed
--> Processing Dependency: xen-hypervisor-abi = 4.6 for package: xen-runtime-4.6.3-15.el7.x86_64
--> Processing Dependency: 1ibSDL-1.2.s0.8()(64bit) for package: xen-runtime-4.6.3-15.el7.x86_64
--> Running transaction check
---> Package SDL.xB6_64 ©:1.2.15-14.el7 will be installed
---> Package xen-hypervisor.x86_64 ©:4.6.3-15.el7 will be installed
---> Package xen-licenses.x86_64 ©:4.6.3-15.el7 will be installed
--> Finished Dependency Resolution
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grub0| Xen hypervisor O| 4]

-> Xen packageE HX|5tH O|F It HE X MEA EX|Z|=0I, o7[0 xen hypervisorg F& Al0f
M| 2= ="Hol{OF oLt (AT EEZ NS ST}
-> /bin/grub-bootxen.sh
[root@localhost ~]# /bin/grub-bootxen.sh
GRUB_CMDLINE_XEN_DEFAULT already set in /etc/default/grub, not touching
GRUB_CMDLINE_LINUX_XEN_REPLACE_DEFAULT already set in /etc/default/grub, not touching
Regenerating grub2 config
Generating grub configuration file ...
Found linux image: /boot/vmlinuz-4.9.39-29.el7.x86_64
Found initrd image: /boot/initramfs-4.9.39-29.el7.x86_64.img
Found linux image: /boot/vmlinuz-4.9.39-29.el7.x86_64
Found initrd image: /boot/initramfs-4.9.39-29.el7.x86_64.img
Found linux image: /boot/vmlinuz-4.9.39-29.el7.x86_64
Found initrd image: /boot/initramfs-4.9.39-29.el7.x86_64.img
Found linux image: /boot/vmlinuz-4.9.39-29.el7.x86_64
Found initrd image: /boot/initramfs-4.9.39-29.el7.x86_64.img
Found linux image: /boot/vmlinuz-3.10.6-514.el7.x86_64
Found initrd image: /boot/initramfs-3.108.0-514.el7.x86_64.1img
Found linux image: /boot/vmlinuz-©-rescue-8c¢2085f08bedfedd65925f755358319a38
Found initrd image: /boot/initramfs-©-rescue-0c¢205f0bedfedd65925f755358319a38.1img
done
Setting Xen as the default
[root@localhost ~]#  reboot||
-10- ;)F’EED{IIF'
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A centosT (KVM2Hd) [2# =] - Oracle VM VirtualBox - O *
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CentO0S5 Linux, with Xen hypervisor

Advanced options for Cent0S Linux (with Xen hypervisor)

CentOS Linux (4.9.39-29.el?7.x86_64) ? (Core)

Cent03S Linux (3.10.0-514.el17.x86_64) ¥ (Core)

Cent05 Linux (O-rescue-0cZ05f0bedfe4db65925f755358319a38) ? (Core)

Use the T and 1 keys to change the selection.

Press 'e’ to edit the selected item, or 'c’ for a command prompt.
The selected entry will be started automatically in 4s.

i = __ N 3| Ctrl + Al
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Xen 29l

-> x| info

[root@localhost ~]# x1 info
host : localhost.localdomain

release 114.9.39-29.e17.x86_64

version : #1 SMP Fri Jul 21 15:09:00 UTC 2017

machine : X86_64

nr_cpus

max_cpu_id

nr_nodes

cores_per_socket

threads_per_core 2

cpu_mhz s 2712

hw_caps : 078bfbff:28100800:00000000:00003300:d618220b: 00000000 :00000121:00842000
virt_caps -

total_memory : 4095

free_memory : 3020

sharing_freed_memory

sharing_used_memory

outstanding_claims

free_cpus

xen_major

xen_minor

xen_extra ¥ «3=15.e17

xen_version : 4.6.3-15.el7

xen_caps : Xxen-3.0-x86_64 xen-3.0-x86_32p

xen_scheduler : credit

xen_pagesize : 4096

platform_params : virt_start=oxffff800000000000

xen_changeset : Tue Jun 6 15:35:42 2017 +0100 git:b72626c-dirty
xen_commandline : placeholder dom@_mem=1024M,max:1024M cpuinfo com1=115200,8nl1l console=coml,tty loglvl=all guest_loglvl=all
cc_compiler : gcc (GCC) 4.8.5 20150623 (Red Hat 4.8.5-11)
cc_compile_by : mockbuild

cc_compile_domain : centos.org

cc_compile_date : Tue Jun 20 12:23:47 UTC 2017
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5. 7| 270

5.1 Domain List =9l

« Domain List =€l

@ virsh list, x| list 3H O E S| Domain &EfE =2 &
or}
AN

i

[root@oss06big vm]l# wvirsh list

5.4

ID Mem VCPUs State Time (s)
Domain-—0 o0 1024 - 425

Cent0s 5.4 512

@5 _14- Or=Nlm
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5.2 Domain ZX|

« Domain &X|

@  destroy [domain] BE O E &3 Domains SX| & =

QL

virsh # list —--all
—

Domain-0
Cent0s 5.4

Domain-0
Cent0s 5.4

@5 -15- Or=Nlm
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5.3 Domain Xjj4!3H

N
« Domain Xj4!sH

@ start [domain] B3O E Sl Domaing M & =+
or}
AN

Domain-—0

Cent0s 5.4

virsh # list —--all

Domain-0
Cent0s 5.4

®5 -16- Or=Nlm
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5.4 £ Domain CPU tHZA

.
« EXMN Domain CPU HZA

@ xl vcpu-set [domain] [cpu count] BEHOE &3l CPU ME Y 7SIt

ioss06big vm] #
Name ID Mem WVCPUs
Domain-0 1024 a
CentOs 5.4 2 51z

Ocbig vm]# xl1 vcpu-set Domain-0 4
tBoss06big vm]# x1 list

Mem | VCPUs State Time (s)
1024 4 i 433.0

234.0

MName
Domain-—0
CentOS 5.4 512 1

@5 87 - Or=Nlm



£ Domain Disk Size H¥

ot BHO|Z &3l Disk Size HE 7t55IL

-rwxr-xr-x 1 root rcot 32736542720 2017-09-07 18:50 test.img
[root@oss06big vm]# dd if=/vm of=test.img bs=1024k seek=6144 count=0
0+0 records in
0+0 records out
0 bytes (0 B) copied, 0.000165603 s, 0.0 kB/s
[root@oss06big vm]# mkfs -t extd test.img
mke2fs 1.41.12 (17-May-2010)
test.img is not a block special device.
Proceed anyway? (y,n) y
Filesystem label=
0S type: Linux
Block size=4096 (log=2)
Fragment size=4096 (log=2)
Stride=0 blocks, Stripe width=0 blocks
393216 inodes, 1572864 blocks
78643 blocks (5.00%) reserved for the super user
First data block=0
Maximum filesystem blocks=1610612736
48 block groups
32768 blocks per group, 32768 fragments per group
8192 inodes per group
Superblock backups stored on blocks:
32768, 98304, 163840, 229376, 294912, 819200, 884736

-18-
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5.5 £%d Domain Disk SizetHZ(2/2)

£ Domain Disk Size H¥

otz BHO|Z &3l Disk Size HE = QIGHC}

r

Writing inode tables: done
Creating journal (32768 blocks): done
Writing superblocks and filesystem accounting information: done

This filesystem will be automatically checked every 25 mounts or

180 days, whichever comes first. Use tune2fs -c or -i to override.

[root@oss06big vm]# 11
& A 231116
-rwxr-xr-x 1 root root 6442450944 2017-09-07 19:03 test.img

-19-
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« VM Image 4/d

virt-install FF0|E S0l Image LS &8 & =

Would you like a fully wvirtualized guest

yes

How much ERAM should
512

What would you like
/vm/Demo . img

How large would you
30

What is the install

http://vault.centos.

Starting install...
Retrieving file .treeinfo...
Retrieving file vmlinuz...
Retrieving file initrd.img...
Creating storage file Demo.img
Creating domain...

=09 pemool WELH IS}

be allocated (in megabytes) ?
to use as the disk (file path)?
like the disk (/vm/Demo.img) to be (in gigabytes)?

CD-ROM/IS0 or URL?
.:.rgf.':_. .5/os/=8 5_54!’

(yves or no)? This will allow you to run unmodified

-22-
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Guest OS AX]
@ Guest OS AX| 2tH (YEt OS A X[t SLSICh

Welcome to CentOS

What language would vou |like to use
during the installation proce
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6.4 Guest OS =9l
.

« Guest OS =9I

@ virsh list, x| list 3HO|E Sl =2l 71s5iC}

[root@oss06big vm]# virsh list
=
E=1

Domain—0
Demo
CentODs 5.4

[rootRoss06big vm]# x1 list
Name
Domain-0

5.4

VCPUs

-24-
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Xen T2 M E 3}0|m{H}0|X 2t 2ololL|7}?
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